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Abstract

The future of design methodology in Internet of Things (IoT) Era should not be
conscious of only safety or security. On one hand, while focusing on the availability
in terms of safety, the confidentiality of information may not be kept when linking
equipment. On the other hand, although focusing on confidentiality is important from
security viewpoint, the convenience and functionality may be impaired at the same
time. As facing the IoT era, these balanced design methodologies are necessary
However, a well-balanced methodology has not been established, nor has it been
verified whether development methods in existing safety or how to use the development
method in security can be used as a balanced design method. In this paper, we have
collaborated STAMP / STPA, which has been proven in the field of safety, with the
field of security. Since its effectiveness has been verified, we propose it as a

methodology for safety and security development.
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