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Ensuring the safety of IoT services through Enterprise Risk
Management and STAMP/STPA

oy K&V
oMotoji Okishio?

Abstract It is important for Slers and other IoT service providers to provide safe services to their
customers, which will lead to their own competitiveness. However, if an accident occurs, such as the
service they provide stopping, it could damage their business continuity.

It has been pointed out by government agencies and economic organizations that security incidents can
affect business continuity and should be addressed as a management issue. On the other hand, in IoT
services, security is not the only cause of accidents that can affect business continuity. Interactions among
service components can also be a cause.

This paper shows that in IoT services, risk countermeasures, including interactions among service
components, can lead to the provision of safe services by addressing them as enterprise risk management.
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Information security incident management — Part 1: Principles of incident
management

21 KA:YIRIT7 GEIRTA
DR RTLOEELER

$QuBOK V3B E

i

ISO/IEC TR 15446:2017

ISO/IEC TR 15446:2017 Information technology — Security techniques —
Guidance for the production of protection profiles and security targets

21 KA:YIRIT7 GEIRTA
U RTLOBESER

SQuBOK V35
wh

ISO/IEC 33020:2019

ISO/IEC 33020:2019 Information technology — Process assessment —
Process measurement framework for assessment of process capability

22 KA:SA47H949)LFa+R
DIRD AR

SQuBOK V35
wh

ISO/IEC/IEEE 24748~
3:2020

ISO/IEC/IEEE 24748-3:2020 Systems and software engineering — Life cycle
management — Part 3: Guidelines for the application of ISO/IEC/IEEE 12207
(software life cycle processes)

22 KA:SA7HAo)LTaER
DIRD AR

ISO/IEC TS 33061:2021

ISO/IEC TS 33061:2021 Information technology — Process assessment —
Process assessment model for software life cycle processes

22 KA:SATHAoLTRER
DIRD AR

ISO/IEC/IEEE 15026-4:2021 Systems and software engineering — Systems

.1 2S5 AS
ISO/IEC/IEEE 15026— and software assurance — Part 4: Assurance in the life cycle 210 KA:YRTYFDAVE
4:2021
ISO/IEC/IEEE .1 6085:2021 Systems and software engineering — Life cycle 210 KA:JRHITRS AR
processes — Risk management
ISO/IEC/IEEE 16085:2021
lr:;;:;)r?;::toﬂ Quality management — Guidelines for configuration 211 KA: MRS ST
ISO 10007:2017 S’%D;L OK V3
b5
L?ge1c(1206:2017 Quality management — Guidelines for quality management in 212 KA: TOSTHRT R AR v
ISO 10006:2017 S)%Q)(Li OK V3
bs
ISO 21500:2021 Project, programme and portfolio management — Context 212 KA: TOSITHRT R AR
and concepts
ISO 21500:2021
ISO 21502:2020 Project, programme and portfolio management — Guidance 212 KA: FOSTHRT RS AR

ISO 21502:2020

on project management

IEC TS 61508-3-1 Ed.
1.0:2016

IEC TS 61508-3-1 Ed. 1.0:2016 Functional safety of
electrical/electronic/programmable electronic safety-related systems — Part
3-1: Software requirements — Reuse of pre—existing software elements to
implement all or part of a safety function

KA: TRRDI R AL

ISO/IEC TR 33015:2019

ISO/IEC TR 33015:2019 Information technology — Process assessment —
Guidance for process risk determination

219 KA: GESHELVEFHED
IRTAUE

SQuBOK V3#5#

i

ISO/IEC TS 33030:2017

ISO/IEC TS 33030:2017 Information technology — Process assessment — An
exemplar documented assessment process

219 KA: GESHELVEFED
IRTAUE

SQuBOK V3#5#

i

ISO 16355-1:2021

ISO 16355-1:2021 Application of statistical and related methods to new
technology and product development process — Part 1: General principles
and perspectives of Quality Function Deployment (QFD)

34 KA:ERSDEE

IEC 60601-1 Ed. 3.2:2020

IEC 60601-1 Ed. 3.2:2020 Medical electrical equipment — Part 1: General
requirements for basic safety and essential performance

42 KA:t®—D7«

IEC 62366-1 Ed. 1.1:2020

IEC 62366—1 Ed. 1.1:2020 Medical devices — Part 1: Application of usability
engineering to medical devices

42 KA:t®—D7«

ISO/IEC 20924:2021

ISO/IEC 20924:2021 Information technology — Internet of Things (IoT) —
Vocabulary

52 KA:IoTORTLIZEITE&A
=
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20214£8 8 SQUBOKEEEE

JISHIRES - .
48 RIEZH BI A S AR BEEORR
b EB R B
S = - ISO/IEC CD 25002.2 Systems and software engineering — Systems and
250003/1)— A (S RE
;& =Y (5QuaRE) software Quality Requirements and Evaluation (SQuaRE) — Quality models
ISO/IEC CD 25002.2 overview and usage BAFT
- ISO/IEC CD 25010 Systems and software engineering — Systems and
software Quality Requirements and Evaluation (SQuaRE) — Product quality
ISO/IEC CD 25010 model BAFEp
- ISO/IEC CD 25019.2 Systems and software engineering — Systems and
software Quality Requirements and Evaluation (SQuaRE) — Quality in-use
ISO/IEC CD 25019.2 model BASEp
- ISO/IEC TS 25025:2021 Information technology — Systems and software
Quality Requirements and Evaluation (SQuaRE) — Measurement of IT
ISO/IEC TS 25025:2021  [service quality TSRITHEH
- ISO/IEC DTS 25052-1 Systems and software engineering — Systems and
software Quality Requirements and Evaluation (SQuaRE): cloud services —
ISO/IEC DTS 25052-1 Part 1: Quality model e
- ISO/IEC AWI 25059 Software engineering — Systems and software Quality
Requirements and Evaluation (SQuaRE) — Quality model for Al-based
ISO/IEC AWI 25059 systems [EaE: e
TOERTERAVNEE | T ISO/IEC TR 33017:2021 Information technology — Process assessment —
Framework for assessor training g
ISO/IEC TR 33017:2021 TREATHEH
- ISO/IEC TS 33061:2021 Information technology — Process assessment —
Process assessment model for software life cycle processes .
ISO/IEC TS 33061:2021 TSEITHEH
T ANEEE - ISO/IEC/IEEE PRF 29119-1 Software and systems engineering — Software
ISO/IEC/IEEE PRF 29119- [testing — Part 1: Concepts and definitions
1 BAFEh
- ISO/IEC/IEEE FDIS 29119-2 Software and systems engineering — Software
ISO/IEC/IEEE FDIS 29119-|testing — Part 2: Test processes
A /IEC/ B+
- ISO/IEC/IEEE FDIS 29119-3 Software and systems engineering — Software
ISO/IEC/IEEE FDIS 29119-|testing — Part 3: Test documentation
; B
- ISO/IEC/IEEE FDIS 29119-4 Software and systems engineering — Software
ISO/IEC/IEEE FDIS 29119-|testing — Part 4: Test techniques
A /IEC/ BARH
- ISO/IEC TR 29119-6:2021 Software and systems engineering — Software
testing — Part 6: Guidelines for the use of ISO/IEC/IEEE 29119 (all parts) in
ISO/IEC TR 29119-6:2021 (agile projects TREEATHEH
7” ISO/IEC TR 29119-11:2020 Software and systems engineering — Software
testing — Part 11: Guidelines on the testing of Al-based systems L
ISO/IEC TR 29119-11:2020 TREFTHEH
—OT/BEEBEND __ ISO/AWI TS 5083 Road vehicles — Safety for automated driving systems —
HBEeRE) Design, verification and validation
ISO/AWI TS 5083 TSHZH
- ISO/AWI TR 7964 Road vehicles — Future directions for vehicle EMC
validation — Adapting to emerging complex systems and safety
ISO/AWI TR 7964 considerations (including functional safety and SOTIF) TREAS
ISO/DIS 21448 Road vehicles — Safety of the intended functionality
ISO/DIS 21448 BAgEp
AIRSE - ISO/IEC DTS 4213 Information technology — Artificial Intelligence —
Assessment of machine learning classification performance
ISO/IEC DTS 4213 BAFEp
o ISO/IEC AWI 5259-1 Data quality for analytics and ML — Part 1: Overview,
terminology, and examples
1SO/IEC AWI 52591 ooy and examp sk
- ISO/IEC AWI 5259-2 Data quality for analytics and ML — Part 2: Data
lit;
ISO/IEC AWI 52592 quellty measures Bseh
- ISO/IEC AWI 5259-3 Data quality for analytics and ML — Part 3: Data
uality management requirements and guidelines
ISO/IEC AWI 5259-3 ey € a € BAFEp
o ISO/IEC AWI 5259-4 Data quality for analytics and ML — Part 4: Data
lit; fi k
ISO/IEC AWI 52594 quallty process framewor Biseh
o 1ISO/IEC AWI 5338 Information technology — Artificial intelligence — Al
system life cycle processes
1SO/IEC AW 5338 v veer EELY
- ISO/IEC AWI 5339 Information Technology — Artificial Intelligence —
Guidelines for Al applications
ISO/IEC AWI 5339 PP BAFEh
o ISO/IEC AWI 5392 Information technology — Artificial intelligence —
Ref hitect f knowled i i
lSO/IEC AWI 5392 ererence architecture o1 nowleage engineering F;ﬁ%q]
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'" ISO/IEC AWI TR 5469 Artificial intelligence — Functional safety and Al

systems
1SO/IEC AWI TR 5469 v TREAS
- ISO/IEC AWI TS 5471 Artificial intelligence — Quality evaluation guidelines

for Al systems
ISO/IEC AWI TS 5471 v TSEAFH
'" ISO/IEC AWI TS 6254 Information technology — Artificial intelligence —
1SO/IEC AWI TS 6254 Objectives and approaches for explainability of ML models and Al systems TSEA
- ISO/IEC 20546:2019 Information technology — Big data — Overview and

vocabulal _
1SO/IEC 20546:2019 i RTHEH
777 ISO/IEC TR 20547-1:2020 Information technology — Big data reference

architecture — Part 1: Framework and application process L
ISO/IEC TR 20547-1:2020 TRE(THH
. ISO/IEC TR 20547-2:2018 Information technology — Big data reference

architecture — Part 2: Use cases and derived requirements s
ISO/IEC TR 20547-2:2018 TRE(THH
- ISO/IEC 20547-3:2020 Information technology — Big data reference

architecture — Part 3: Reference architecture L
ISO/IEC 20547-3:2020 RITEH
___ ISO/IEC TR 20547-5:2018 Information technology — Big data reference

architecture — Part 5: Standards roadmap L
ISO/IEC TR 20547-5:2018 TRE(THH
- ISO/IEC DIS 22989 Information technology — Artificial intelligence —

Artificial intelligence concepts and terminolo,
ISO/IEC DIS 22989 € P & Bseh
o ISO/IEC DIS 23053 Framework for Artificial Intelligence (Al) Systems Using

Machine Learning (ML)
ISO/IEC DIS 23053 & B
'" ISO/IEC CD 23894.2 Information Technology — Artificial Intelligence — Risk

M t
ISO/IEC CD 23894.2 anagemen Bk
'" ISO/IEC DTR 24027 Information technology — Artificial Intelligence (A) —

Bias in Al systems and Al aided decision making
ISO/IEC DTR 24027 BAFE P
’” ISO/IEC TR 24028:2020 Information technology — Artificial intelligence —

Overview of trustworthiness in artificial intelligence L
ISO/IEC TR 24028:2020 TREITHH
'" ISO/IEC TR 24029-1:2021 Artificial Intelligence (Al) — Assessment of the

robustness of neural networks — Part 1: Overview L.
ISO/IEC TR 24029-1:2021 TRE(THH
- ISO/IEC AWI 24029-2 Artificial intelligence (Al) — Assessment of the

robustness of neural networks — Part 2: Methodology for the use of formal
ISO/IEC AWI 24029-2 methods B
'" ISO/IEC TR 24030:2021 Information technology — Artificial intelligence (AI)

— Use cases L
ISO/IEC TR 24030:2021 TREITHH
'" ISO/IEC DTR 24368 Information technology — Artificial intelligence —

Overview of ethical and societal concerns
ISO/IEC DTR 24368 BAFH
. ISO/IEC DTR 24372 Information technology — Artificial intelligence (AI) —

Overview of computational approaches for Al systems
ISO/IEC DTR 24372 P PP v B
'" ISO/IEC DIS 24668 Information technology — Artificial intelligence —Process
1SO/IEC DIS 24668 management framework for Big data analytics [EEo.
- ISO/IEC AWI 25059 Software engineering — Systems and software Quality

Requirements and Evaluation (SQuaRE) — Quality model for Al-based
ISO/IEC AWI 25059 systems BAFH
- ISO/IEC DIS 38507 Information technology — Governance of IT —

Governance implications of the use of artificial intelligence by organizations
ISO/IEC DIS 38507 Verl ce Implicati u: Imcial | igenc Yy ganizati F;ﬁ%ql
- ISO/IEC AWI 42001 Information Technology — Artificial intelligence —

M it it
ISO/IEC AWI 42001 anagement system RS

IoTR:E - ISO/IEC 20924:2021 Information technology — Internet of Things (IoT) —

Vocabulary L
ISO/IEC 20924:2021 RITEH
'" ISO/IEC 21823-1:2019 Internet of things (IoT) — Interoperability for loT

systems — Part 1: Framework P
ISO/IEC 21823-1:2019 RITEH
'" ISO/IEC 21823-2:2020 Internet of things (loT) — Interoperability for IoT

tems — Part 2: T rt int bilit;

ISO/IEC 21823-2:2020 systems al ransport interoperability BTHS
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JISHRES

bl RIEEB™H B FEEORR
HEERREES
- ISO/IEC TR 22417:2017 Information technology — Internet of things (IoT)
use cases .
ISO/IEC TR 22417:2017 TRETHEH
ISO/IEC 30141:2018 Internet of Things (IoT) — Reference Architecture
ISO/IEC 30141:2018 RITEH
- ISO/IEC 30147:2021 Information technology — Internet of things —
Methodology for trustworthiness of loT system/service L
1SO/IEC 30147:2021 RITEH
o ISO/IEC TR 30148:2019 Internet of Things (IoT) — Technical requirements
and application of sensor network for wireless gas meters. =
ISO/IEC TR 30148:2019 TREITHEH
ISO/IEC AWI 30149 Internet of things (IoT) — Trustworthiness framework
ISO/IEC AWI 30149 BAFEh
- ISO/IEC 30161:2020 Internet of Things (IoT) — Requirements of oT data
exchange platform for various loT services S
1SO/IEC 30161:2020 RITHEHS
- ISO/IEC WD 30162 Internet of Things (IoT) — Compatibility requirements
and model for devices within industrial IoT systems
ISO/IEC WD 30162 BAFEp
- ISO/IEC 30163:2021 Internet of Things (IoT) — System requirements of
IoT/SN technology—based integrated platform for chattel asset monitoring
ISO/IEC 30163:2021 supporting financial services FRITEH
ISO/IEC TR 30164:2020 Internet of things (IoT) — Edge computing
ISO/IEC TR 30164:2020 TREATHEH
ISO/IEC 30165:2021 Internet of Things (IoT) — Real-time IoT framework
1SO/IEC 30165:2021 FHITEH
ISO/IEC TR 30166:2020 Internet of things (IoT) — Industrial loT
ISO/IEC TR 30166:2020 TREITEH
- ISO/IEC TR 30167:2021 Internet of Things (IoT) — Underwater
communication technologies for loT g
ISO/IEC TR 30167:2021 TREITHEH
ISO/IEC AWI 30172 Digital Twin — Use cases
ISO/IEC AWI 30172 BAFEh
ISO/IEC AWI 30173 Digital twin — Concepts and terminology
ISO/IEC AWI 30173 BAFEh
7% A4 )b, DevOpsfEiE - ISO/IEC AWI TR 24586-1 Software and systems engineering — Agile and
(348 & [ZAgile, DevOpsh' DevOps principles and practices — Part 1: Agile principles and practices
NN TSR ISO/IEC AWI TR 24586-1 TREAFE
___ ISO/IEC AWI TR 24586-2 Software and systems engineering — Agile and
DevOps principles and practices — Part 2: DevOps principles and practices
ISO/IEC AWI TR 24586-2 |~ " b P practice Vps prineiples and practic TREAS
- ISO/IEC PRF TR 24587 Software and systems engineering — Agile
|SO/IEC PRE TR 24587 development — Agile adoption considerations TREISE®
- ISO/IEC/IEEE 26515:2018 Systems and software engineering — Developing
information for users in an agile environment .
ISO/IEC/IEEE 26515:2018 FHITEH
- ISO/IEC AWI TR 29110-5-5 Systems and software engineering — Lifecycle
—5— |profiles for Very Small Entities (VSEs) — Part 5-5: DevOps guidelines
ISSO/IEC AWI TR 29110-5 TREASEh
- ISO/IEC TR 29119-6:2021 Software and systems engineering — Software
testing — Part 6: Guidelines for the use of ISO/IEC/IEEE 29119 (all parts) in
ISO/IEC TR 29119-6:2021 |agile projects TREITHFH
- ISO/IEC AWI 33202 Software and systems engineering — Core Agile
ractices
ISO/IEC AWI 33202 P BAFEp
H59RavEa—F405 | T ISO/IEC DTR 3445 Information technology — Cloud computing — Audit of
BHE cloud services
ISO/IEC DTR 3445 BAFF
- ISO/IEC AWI 5140 Information technology — Cloud computing — Concepts
for multi—cloud and other interoperation of multiple cloud services
ISO/IEC AWI 5140 BAFE
- ISO/IEC AWI TS 5928 Information technology — Cloud computing and
distributed platforms — Taxonomy for digital platforms
ISO/IEC AWI TS 5928 stribdtedp xonomy tor Glettal P TSBASEH
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ISO/IEC 19944-1:2020 Cloud computing and distributed platforms — Data
flow, data categories and data use — Part 1: Fundamentals

ISO/IEC 19944-1:2020 RITHEH
- ISO/IEC DIS 19944-2 Cloud computing and distributed platforms — Data
flow, data categories and data use — Part 2: Guidance on application and
ISO/IEC DIS 19944-2 extensibility BAFEh
- ISO/IEC 22123-1:2021 Information technology — Cloud computing — Part 1
Vocabul
1SO/IEC 22123-1:2021 ocabuary RTHH
- ISO/IEC CD 22123-1 Information technology — Cloud computing — Part 1:
Vocabulal
ISO/IEC GD 221231 v Mg
- ISO/IEC CD 22123-2.3 Information technology — Cloud computing — Part 2:
C t
1SO/IEC GD 22123-2.3 oneepts Biseh
- ISO/IEC DIS 23751 Information technology — Cloud computing and
distributed platforms — Data sharing agreement (DSA) framework B%h
Eid

ISO/IEC DIS 23751

(H) MEEHDOROTEOOHRTEN —20BRRREERL TREL TV IRELHYES,
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