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Ensuring security and safety of [oT services
SQuBOK V3 #f9EF—24
SQuBOK V3 Study team
Oy K&ED O/MNg #mEL? O BR—3
OMotoji Okishio? OKatsue Kojima? ORyoichi Fujihara®

Abstract With the spread of IoT devices and systems, the security and safety of the services that use
them are required to be ensured. In order to deal with such a situation, many security and safety guides
have been created and released. In this paper, in order to take effective countermeasures by using such
guides, we have classified and mapped typical guides to confirm the areas not covered by the guides.
Based on the results of the analysis of the guides, and the status of security and safety efforts by
ministries and companies, we discussed areas where further efforts should be made in the future. As a
result, we believe that companies providing IoT services can provide more safety IoT services by
advancing safety analysis efforts that focus on the inter-components of the services.
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-— ISO/IEC/IEEE 24748-7:2019 Systems and software engineering — Life
cycle management —— Part 7: Application of systems engineering on defense
ISO/IEC/IEEE 24748- programs P
7:2019
- ISO/IEC/IEEE 24748-8:2019 Systems and software engineering — Life
cycle management —— Part 8: Technical reviews and audits on defense
ISO/IEC/IEEE 24748- programs RITEH
8:2019
= RS -
TARVICYTA IEC 62853 Ed. 1.0:2018 Open systems dependability
IEC 62853 Ed. 1.0:2018 RATEH
- IEC 60812 Ed. 3.0:2018 Failure modes and effects analysis (FMEA and
FMECA) =
IEC 60812 Ed. 3.0:2018 RITEH
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YIrYIF I - ISO/IEC TR 19759:2015 Software Engineering — Guide to the software
engineering body of knowledge (SWEBOK) P
ISO/IEC TR 19759:2015 TREITEH
7” ISO/IEC/IEEE CD 42010 Software, systems and enterprise — Architecture
descripti
ISO/IEC/IEEE CD 42010 |“°5°"H°" RAssch
___ ISO/IEC/IEEE 42020:2019 Software, systems and enterprise — Architecture
processes _
1SO/IEC/IEEE 42020:2019 RITHEHS
___ ISO/IEC/IEEE 42030:2019 Software, systems and enterprise — Architecture
evaluation framework .
ISO/IEC/IEEE 42030:2019 RITEH
Agile, DevOps[E & ___ ISO/IEC AWI TR 24586 Software and systems engineering — Agile and
(FR# % [ZAgile, DevOpshY DevOps principles and practices
ENNTLSHIE) ISO/IEC AWI TR 24586 TREAZH
___ ISO/IEC AWI TR 24587 Software and systems engineering — Agile readiness
and success criteria
ISO/IEC AWI TR 24587 TREAFE
- ISO/IEC/IEEE 26515:2018 Systems and software engineering —— Developing
information for users in an agile environment .
ISO/IEC/IEEE 26515:2018 FITEH
-— ISO/IEC AWI 29110-4-4 Systems and software engineering — Lifecycle
profiles for Very Small Entities (VSEs) — Part 4-4: Agile software
ISO/IEC AWI 29110-4-4 development — Profile specifications — Generic profile [k 3=]
- ISO/IEC AWI 29110-4-5 Systems and software engineering — Lifecycle
profiles for Very Small Entities (VSEs) — Part 4-5: DevOps — Profile
ISO/IEC AWI 29110-4-5 specifications: Generic profile k3]
- ISO/IEC CD TR 29110-5-4 Systems and software engineering — Lifecycle
profiles for Very Small Entities (VSEs) — Part 5-4: Agile software
ISO/IEC CD TR 29110-5-4 |development guidelines TREAFE
- ISO/IEC AWI TR 29110-5-5 Systems and software engineering — Lifecycle
ISO/IEC AWI TR 29110-5- |profiles for Very Small Entities (VSEs) — Part 5-5: DevOps guidelines
5 TREAZH
Cloud computing - ISO/IEC WD TR 3445 Information technology — Cloud computing — Audit of
cloud services
ISO/IEC WD TR 3445 TREAFEH
e ISO/IEC WD 5140 Information technology — Cloud computing — Concepts
for multi—cloud and other interoperation of multiple cloud services
ISO/IEC WD 5140 B
- ISO/IEC 17203:2017 Information technology — Open Virtualization Format
(OVF) specification .
1SO/IEC 17203:2017 RITHEHS
- ISO/IEC 17788:2014 Information technology — Cloud computing — Overview
and vocabula -
ISO/IEC 17788:2014 v RITEH
_“ ISO/IEC 17789:2014 Information technology — Cloud computing —
Reference architecture L
ISO/IEC 17789:2014 RITEH
- ISO/IEC 17963:2013 Web Services for Management (WS-Management)
Specification L
ISO/IEC 17963:2013 RATEH
- ISO/IEC 18384-1:2016 Information technology — Reference Architecture for
Service Oriented Architecture (SOA RA) — Part 1: Terminology and
ISO/IEC 18384-1:2016 concepts for SOA RITHEH
-— ISO/IEC 18384-2:2016 Information technology — Reference Architecture for
Service Oriented Architecture (SOA RA) — Part 2: Reference Architecture
ISO/IEC 18384-2:2016 for SOA Solutions RITEH
- ISO/IEC 18384-3:2016 Information technology — Reference Architecture for
Service Oriented Architecture (SOA RA) — Part 3: Service Oriented
ISO/IEC 18384-3:2016 Architecture ontology FATEH
- ISO/IEC 19086-1:2016 Information technology — Cloud computing — Service
level agreement (SLA) framework — Part 1: Overview and concepts L
ISO/IEC 19086-1:2016 RITEH
o ISO/IEC 19086-2:2018 Cloud computing — Service level agreement (SLA)
framework — Part 2: Metric model L
1SO/IEC 19086-2:2018 RITEH
- ISO/IEC 19086-3:2017 Information technology — Cloud computing — Service
level agreement (SLA) framework — Part 3: Core conformance requirements L
ISO/IEC 19086-3:2017 RITHEH
- ISO/IEC 19941:2017 Information technology — Cloud computing —
Interoperability and portabilit:
ISO/IEC 19941:2017 rieroperabiity and portabiity -
- ISO/IEC FDIS 19944-1 Cloud computing — Cloud services and devices: data
flow, data categories and data use — Part 1: Fundamentals
ISO/IEC FDIS 199441 BAFE
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- ISO/IEC WD 19944-2 Cloud computing and distributed platforms — Cloud
services and devices: data flow, data categories and data use — Part 2:
ISO/IEC WD 19944-2 Guidance on application and extensibility B
o ISO/IEC 19944:2017 Information technology — Cloud computing — Cloud
services and devices: Data flow, data categories and data use L
ISO/IEC 19944:2017 RITEH
- ISO/IEC DIS 221231 Information technology — Cloud computing — Part 1:
Terminol
1SO/IEC DIS 22123-1 erminology EEL
- ISO/IEC CD 22123-2.2 Information technology — Cloud computing — Part 2:
Concepts
ISO/IEC CD 22123-2.2 oep BAFEp
o ISO/IEC 22624:2020 Information technology — Cloud computing —
Taxonomy based data handling for cloud services L
1SO/IEC 22624:2020 RTHH
- ISO/IEC TR 22678:2019 Information technology — Cloud computing —
Guid. f licy devel t
ISO/IEG TR 22678:2019 | oo o poley developmen RATHM
- ISO/IEC TS 23167:2020 Information technology — Cloud computing —
Common technologies and techniques -
ISO/IEC TS 23167:2020 TSRITHEH
o ISO/IEC TR 23186:2018 Information technology — Cloud computing —
Framework of trust for processing of multi-sourced data L
ISO/IEC TR 23186:2018 TREITEH
- ISO/IEC TR 23187:2020 Information technology — Cloud computing —
Interacting with cloud service partners (CSNs) Pl
ISO/IEC TR 23187:2020 TREITHEH
o ISO/IEC TR 23188:2020 Information technology — Cloud computing — Edge
iting land
ISO/IEC TR 23188:2020 | °OTF e andeeape TREEATHH
- ISO/IEC TR 23613:2020 Information technology — Cloud computing — Gloud
service metering elements and billing modes L
ISO/IEC TR 23613:2020 TREITEH
- ISO/IEC CD 23751 Information technology — Cloud computing and
distributed platforms — Data sharing agreement (DSA) framework
ISO/IEC CD 23751 stribdtedp e 2 " Bsh
o ISO/IEC TR 23951:2020 Information technology — Cloud computing —
Guidance for using the cloud SLA metric model L
ISO/IEC TR 23951:2020 TREITEH
- ISO/IEC TR 30102:2012 Information technology — Distributed Application
Platforms and Services (DAPS) — General technical principles of Service
ISO/IEC TR 30102:2012 Oriented Architecture TREITHFH
A& - ISO/IEC WD TS 4213 Information technology — Artificial Intelligence —
Assessment of machine learning classification performance
ISO/IEC WD TS 4213 TSHAFH
-— ISO/IEC WD 5059 Software engineering — Systems and software Quality
Requirements and Evaluation (SQuaRE) — Quality Model for Al-based
ISO/IEC WD 5059 systems e
- ISO/IEC WD 5259-1 Data quality for analytics and ML — Part 1: Overview,
terminology, and examples
ISO/IEC WD 52591 & P BAFE
’” ISO/IEC WD 5259-3 Data quality for analytics and ML — Part 3: Data
Quality Management Requirements and Guidelines
1SO/IEC WD 5259-3 uality Manag a et Biseh
- ISO/IEC WD 5259-4 Data quality for analytics and ML — Part 4: Data quality
fi k
ISO/IEC WD 5259-4 process framewor Baseh
- ISO/IEC AWI TR 5469 Artificial intelligence — Functional safety and Al
systems
ISO/IEC AWI TR 5469 4 TREAFEH
___ ISO/IEC 20546:2019 Information technology — Big data — Overview and
ocabula
1SO/IEC 20546:2019 voesbuany HATHES
- ISO/IEC TR 20547-1 Information technology — Big data reference
architecture — Part 1: Framework and application process
ISO/IEC TR 20547-1 TREAFH
- ISO/IEC TR 20547-2:2018 Information technology — Big data reference
architecture — Part 2: Use cases and derived requirements -
ISO/IEC TR 20547-2:2018 TREFTH A
- ISO/IEC 20547-3:2020 Information technology — Big data reference
architecture — Part 3: Reference architecture L
ISO/IEC 20547-3:2020 RATEH
- ISO/IEC TR 20547-5:2018 Information technology — Big data reference
architecture — Part 5: Standards roadmap g
ISO/IEC TR 20547-5:2018 TREITEH
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ISO/IEC CD 22989 Artificial intelligence — Concepts and terminology
ISO/IEC CD 22989 BAFE
7” ISO/IEC CD 23053 Framework for Artificial Intelligence (Al) Systems Using

Machine Learning (ML)
ISO/IEC GD 23053 enine Learning Biseh
- ISO/IEC CD 23894 Information Technology — Artificial Intelligence — Risk

M: t
ISO/IEC CD 23894 anagemen EEL
- ISO/IEC AWI TR 24027 Information technology — Artificial Intelligence (Al) —

Bias in Al systems and Al aided decision making
ISO/IEC AWI TR 24027 TREAFE
- ISO/IEC TR 24028:2020 Information technology — Artificial intelligence —

Overview of trustworthiness in artificial intelligence L
ISO/IEC TR 24028:2020 TREITEH
- ISO/IEC CD TR 240291 Artificial Intelligence (AI) — Assessment of the

robustness of neural networks — Part 1: Overview
ISO/IEC CD TR 24029-1 TREAFH
- ISO/IEC AWI 24029-2 Artificial Intelligence (Al) — Assessment of the

robustness of neural networks — Part 2: Methodology for the use of formal
ISO/IEC AWI 24029-2 methods BAFEp
- ISO/IEC CD TR 24030 Information technology — Artificial Intelligence (AI) —

Use cases
ISO/IEC CD TR 24030 TREASH
- ISO/IEC AWI TR 24368 Information technology — Artificial intelligence —

Overview of ethical and societal concerns
ISO/IEC AWI TR 24368 TREAFH
- ISO/IEC AWI TR 24372 Information technology — Artificial intelligence (Al) —

Overview of computational approaches for Al systems
ISO/IEC AWI TR 24372 verview of computationsl approaches for ATy TREAS
- ISO/IEC AWI 24668 Information technology — Artificial intelligence —
LSO/IEC AWI 24668 Process management framework for Big data analytics [EEo.
- ISO/IEC CD 38507 Information technology — Governance of IT —

Governance implications of the use of artificial intelligence by organizations
ISO/IEC CD 38507 P ¢ v ore BAFEp
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