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Quality Assurance in IoT Systems Development and Procurement

SQuBOK V3 H#f4ET—2L4
SQuBOK V3 Study team
Omy K& O/hgG #Er? O R—Y
OMotoji Okishio” OKatsue Kojima” ORyoichi Fujihara®

Abstract We introduced the definition of IoT, IoT systems features, accident classification and
examples, and related guides and standards. Then we have proposed the scope and process of quality
assurance for IoT systems last year. In this paper, we introduce the background of the IoT devices, which
are the components of IoT systems, being easy to be targeted by cyber-attacks, and new guidelines to
help prevent attacks, along with an overview of them. We also investigate security and risk measures in
software development and procurement related to IoT devices.
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ISO/IEC 27033-2:2012 of network security RITHEH
- ISO/IEC 27033-3:2010 Information technology —— Security techniques ——
Network security —— Part 3: Reference networking scenarios —— Threats,
1ISO/IEC 27033-3:2010 design techniques and control issues RITEH
- ISO/IEC 27033-4:2014 Information technology —— Security techniques ——
Network security — Part 4: Securing communications between networks
ISO/IEC 27033-4:2014 using security gateways SITEH
- ISO/IEC 27033-5:2013 Information technology —— Security techniques ——
Network security —— Part 5: Securing communications across networks
ISO/IEC 27033-5:2013 using Virtual Private Networks (VPNs) ITHEH
- ISO/IEC 27033-6:2016 Information technology —— Security techniques ——
|SO/IEC 27033-6:2016 Network security —— Part 6: Securing wireless IP network access BAEH
T A BSE - ISO/IEC/IEEE 29119-4:2015 Software and systems engineering —
ISO/IEC/IEEE 29119- Software testing —— Part 4: Test techniques P
. RATHEH
4:2015
o ISO/IEC/IEEE 29119-5:2016 Software and systems engineering ——
ISO/IEC/IEEE 29119- Software testing —— Part 5: Keyword—driven testing L.
. RATEH
5:2016
- ISO/IEC NP TR 29119-11 Software and systems engineering — Software
testing —— Part 11: Testing of Al-based syst
ISO/IEC NP TR 2911911 [0 e 1o 11 [esting of Arbased systems B
- ISO/IEC 20246:2017 Software and systems engineering —— Work product
ISO/IEG 20246:2017 reviews HITHEH
g:&g@i@(ﬁiﬁio) N 1SO 26262-1:2018 Road vehicles — Functional safety —— Part 1:
REX Vocabul =
1SO 26262-1:2018 ocabulary RITHEH
o ISO 26262-2:2018 Road vehicles —— Functional safety —— Part 2:
M t of functional safet: -
IS0 26262-2:2018 anagement of functional satety RITEH
. ISO 26262-3:2018 Road vehicles — Functional safety - Part 3: Concept
h -
1SO 26262-3:2018 phase RITEH
. ISO 26262-4:2018 Road vehicles —— Functional safety — Part 4: Product
devel t at th tem level -
1SO 26262-4:2018 evelopment at the system leve RITEH
. ISO 26262-5:2018 Road vehicles —— Functional safety — Part 5: Product
devel t at the hard) level -
1SO 26262-5:2018 evelopment at the harcware feve KTHH
o ISO 26262-6:2018 Road vehicles —— Functional safety — Part 6: Product
devel t at the soft level -
1SO 26262-6:2018 evelopment at the sottware feve KTHH
o ISO 26262-7:2018 Road vehicles —— Functional safety — Part 7:
1SO 26262-7:2018 Production, operation, service and decommissioning IEH
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- ISO 26262-8:2018 Road vehicles — Functional safety — Part 8:
S rti
1SO 26262-8:2018 upporting processes RITEH
- ISO 26262-9:2018 Road vehicles —— Functional safety —— Part 9:
Automotive safety integrity level (ASIL)-oriented and safety—oriented
1SO 26262-9:2018 analyses BITHEH
N ISO 26262-10:2018 Road vehicles —— Functional safety — Part 10:
Guideli 1SO 26262
1SO 26262-10:2018 uidetines on RITEH
- ISO 26262-11:2018 Road vehicles —— Functional safety — Part 11:
1SO 26262-11:2018 Guidelines on application of ISO 26262 to semiconductors RN
o 1SO 26262-12:2018 Road vehicles — Functional safety —— Part 12:
Adaptation of ISO 26262 for motorcycl
1SO 26262122018 aptation o or motorcycles RN
SATHAVILEE 777 ISO/IEC/IEEE 24748-1:2018 Systems and software engineering —— Life
1SO/IEC/IEEE 24748~ cycle management —— Part 1: Guidelines for life cycle management P
. RATHEH
1:2018
- ISO/IEC/IEEE 24748-2:2018 Systems and software engineering —— Life
cycle management —— Part 2: Guidelines for the application of
‘;200/] ‘850/ IEEE 24748~ |1SO/IEC/IEEE 15288 (System life cycle processes) RITEH
- ISO/IEC/IEEE DIS 24748-3 Systems and software engineering —— Life
cycle management —— Part 3: Guidelines for the application of
ZSO/IEC/IEEE DIS 24748~ \150/1EG/IEEE 12207 (Software life cycle processes) s
___ ISO/IEC/IEEE 24748-4:2016 Systems and software engineering — Life
ISO/IEC/IEEE 24748- cycle management — Part 4: Systems engineering planning P
. RATHEH
4:2016
___ ISO/IEC/IEEE 24748-5:2017 Systems and software engineering — Life
ISO/IEC/IEEE 24748- cycle management — Part 5: Software development planning L
. RATHEH
5:2017
- ISO/IEC TS 24748-6:2016 Systems and software engineering — Life cycle
ISO/IEC TS 24748-6:2016 management — Part 6: System integration engineering TSHITES
- ISO/IEC/IEEE 24748-7:2019 Systems and software engineering —— Life
cycle management —— Part 7: Application of systems engineering on
1SO/IEC/IEEE 24748 defense programs -
7:2019
- ISO/IEC/IEEE 24748-8:2019 Systems and software engineering —— Life
Yo cycle management —— Part 8: Technical reviews and audits on defense
188:200/]IBEC/IEEE 24748- programs RITEHS
TFARVEE) T4 -
IEC 62853 Ed. 1.0:2018 Open systems dependability
IEC 62853 Ed. 1.0:2018 RITHEH
___ IEC 60812 Ed. 3.0:2018 Failure modes and effects analysis (FMEA and
FMECA) —.
IEC 60812 Ed. 3.0:2018 RiTHEH
ZDith ) - ISO/IEC NP TR 24586 Software and systems engineering — Agile and
(#R#& 44 ["Agile, DevOps DevOps principles and practices
MEMNTNDEER)  [ISO/IEC NP TR 24586 FAFH
- ISO/IEC NP TR 24587 Software and systems engineering —— Agile
|SO/IEC NP TR 24587 readiness and success criteria B9sch
- ISO/IEC/IEEE 26515:2018 Systems and software engineering ——
|SO/IEC/IEEE 26515:2018 Developing information for users in an agile environment BIEH
- ISO/IEC NP 29110-4-4 Systems and software engineering —— Lifecycle
profiles for Very Small Entities (VSEs) —— Part 4-4: Agile software
ISO/IEC NP 29110-4-4 development —— Profile specifications —— Generic profile BAS&ch
- ISO/IEC NP 29110-4-5 Systems and software engineering —— Lifecycle
profiles for Very Small Entities (VSEs) —— Part 4-5: DevOps —— Profile
ISO/IEC NP 29110-4-5 specifications: Generic profile BASEch
- ISO/IEC NP TR 29110-5-4 Systems and software engineering —— Lifecycle
profiles for Very Small Entities (VSEs) —— Part 5-4: Agile software
ISO/IEC NP TR 29110-5-4|development guidelines Bastch
- ISO/IEC NP TR 29110-5-5 Systems and software engineering —— Lifecycle
ISO/IEG NP TR 29110-5-5 profiles for Very Small Entities (VSEs) —— Part 5-5: DevOps guidelines Bggech
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