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Research on Software Quality Assurance for Artificial Intelligence System

SQuBOK V3 #f3tF— A
SQuBOK V3 Study team
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Michiko Oba? Sumie Morita? Noriko lizumi® Naomi Honda?
Motoji Okishio® Katsue Kojima® Katsumi Hattori” Ryoichi Fujihara® Hironori Washizaki?

Abstract Al (Artificial intelligence) has become widely used nowadays. Especially the use of
machine learning is conspicuous. It is said that the development of system with machine learning
is such that the prior knowledge of software engineering is insufficient. And the characteristic of
machine learning that the accuracy of prediction varies with data, could be an issue in terms of
quality assurance. This paper will focus on such aspect of machine learning and provide
explanation on the research result of the quality assurance trends.
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Research on Software Quality Assurance for [oT System
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Abstract With the increasing popularity of the Internet of Things (IoT), the number of devices
connected to the internet is growing rapidly. For these IoT systems, quality assurance is one of the most
important problems, because there are a lot of cases with quality problems such as safety property
violations or security vulnerabilities being attacked. However, due to the conditions specific to IoT
systems such as long-term use and limited hardware resources, it is difficult to keep enough quality of
services provided by these IoT systems. In this paper, we discuss the current trend and challenges in
quality assurance for IoT systems based on actual trouble case examples.
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- ISO/FDIS 26262-4 Road vehicles —— Functional safety —— Part 4: Product
devel t at th tem level
1SO/FDIS 262624 evelopment at the system leve B 52 ch (3 M)
T ISO/FDIS 26262-5 Road vehicles —— Functional safety — Part 5: Product
devel t at the hard level
ISO/EDIS 26262-5 evelopment at the hardware leve B % ch (2R
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- ISO/FDIS 26262-6 Road vehicles —— Functional safety —— Part 6: Product
devel t at the soft level
1SO/FDIS 26262-6 evelopment at the software leve B 56 ch (K1)
- ISO/FDIS 26262-7 Road vehicles —— Functional safety —— Part 7:
ISO/FDIS 26262-7 Production, operation, service and decommisssioning B 5% o (B M)
- ISO/FDIS 26262-8 Road vehicles —— Functional safety —— Part 8:
S rti
ISO/FDIS 26262-8 HppOrting processes BASE R (AR
- ISO/FDIS 26262-9 Road vehicles —— Functional safety —— Part 9:
Automotive safety integrity level (ASIL)-oriented and safety—oriented
ISO/FDIS 26262-9 analyses BAF h(ShR)
- ISO/FDIS 26262-10 Road vehicles — Functional safety —— Part 10:
Guideli ISO 26262
1SO/FDIS 26262-10 wideline on BASE (k)
- ISO/FDIS 26262-11 Road vehicles — Functional safety —— Part 11:
1SO/FDIS 2626211 Guideline on application of ISO 26262 to semiconductors B3 ch (2 48)
o ISO/FDIS 26262-12 Road vehicles —— Functional safety - Part 12:
Adaptation f t |
ISO/FDIS 26262-12 aptation for moforeyeles ISR
FATHAUINER - ISO/IEC TS 24748-1:2016 Systems and software engineering — Life
ISO/IEG TS 24748-1:2016 cycle management — Part 1: Guidelines for life cycle management TSRITHS
_" ISO/IEC/IEEE FDIS 24748-1 Systems and software engineering —— Life
cycle management —— Part 1: Guidelines for life cycle management
ISO/lE_C/IEEE FDIS BE 5% ch ()
247481
- ISO/IEC/IEEE FDIS 24748-2 Systems and software engineering —— Life
cycle management —— Part 2: Guidelines to the application of
IZS‘SZISE_g/IEEE FDIS ISO/IEC/IEEE 15288 (System life cycle processes) B b (B AR)
___ ISO/IEC/IEEE 24748-4:2016 Systems and software engineering — Life
ISO/IEC/IEEE 24748- cycle management — Part 4: Systems engineering planning L
. RITHEH
4:2016
___ ISO/IEC/IEEE 24748-5:2017 Systems and software engineering — Life
ISO/IEC/IEEE 24748 cycle management — Part 5: Software development planning .
. RITHEH
5:2017
o ISO/IEC TS 24748-6:2016 Systems and software engineering — Life
ISO/IEC TS 24748-6:2016 cycle management — Part 6: System integration engineering TSRTEH
- ISO/IEC/IEEE DIS 24748-7 Systems and software engineering —— Life
cycle management —— Part 7: Application of systems engineering on
I7SO/IEC/IEEE DIS 24748~ | yotence programs B e (25 48)
- ISO/IEC/IEEE DIS 24748-8 Systems and software engineering — Life
S OECIEEE DIS 5a745- cycle management —— Part 8: Technical reviews and audits on defense
5 programs () RSt ch (%)
= AR N
TARIE)TA IEC 62853 Ed. 1.0:2018 Open systems dependability
IEC 62853 Ed. 1.0:2018 RITEH
- IEC 60812 Ed. 3.0:2018 Failure modes and effects analysis (FMEA and
FMECA) -~
IEC 60812 Ed. 3.0:2018 RITEH
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