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$ nmap -A 172.20.10.4 xfL, R—kRXFr>
Starting Nmap 7.70 ( ) at 2018-07-01 10:30 JST

Nmap scan report for 172.20.10.4 T R
Host is up (0.028s latency). @ZEER—MEHA

Not shown: 994 closed ports RITSND
PORT STATE SERVICE VERSION
135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn  Microsoft Windows netbios-ssn

445/tcp open microsoft-ds  Windows 10 Home 14393 microsoft-ds (workgroup:
WORKGROUP)

5357/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPNP)
|_http-server-neader: Microsoft-HTTPAPI/2.0

|_http-title: Service Unavailable

8080/tcp open http-proxy

| fingerprint-strings:
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BBBBB u TS5V AVEHETE
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Gen Name EASYBUGGY_TEST_20180702
Q Poli
Sche
Plu
B Pug D
& Sca Noti
ASSESSMENT Folder My Scans

nnnnnn

QRFEUEScanD&EHZ2E1T

Scans Seftings A o
My Scans Import New Folder © New Scan
@%E{F L T=ScanZz £ 17
mL7=ScanZzX1T

Name Schedule Last Modified

EASYBUGGY _TEST_2018 On Demand Today at 8:25 AM

test20180702_002 On Demand N/A

EASYBUGGY_TEST_20180702 On Demand N/A
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Scans Settings
o N TCOT Ay - ~y
EAQYBU\JGY_ EST_2018/172.20.104 Configure Audit Trail Launch + Export ~
. My S < Back to Hosts
ly Scans

i Al Scans

Vulnerabilities 25
M Trash

Filter =

Host Details
U Policies Sev Name Family Count IP: 172.20.10.4
@ Plugin Rules MAC: 44:2¢:05:83:20:3d
SMB Signing not required Minc. ! 0s: Microsoft Windows 10 Home

& Scanners
) Start: Today at 8:30 AM

DCE Services Enumeration Windows 9 End: Today at B:34 A

Elapsed: 4 minutes
Nessus SYN scanner S C an 7 nl%nners 5 KB: Download

HyperText Transfer Protocol (HTTP) Inform...  Web Servers 2
Vulnerabilities

Microsoft Windows SMB Service Detection Windows 2

L]

Critical
High
Service Detection Service detection 2 Medium
® Low
Common Platform Enumeration (CPE) General 1 @ Info
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X OWASP ZAPIC(FIXZEE—RHHD, 7IEAURWEBY A NMCEER(CIRE R
R P 3%, AARICONICT BERIEFILRICRD. SEZILT AIEHESHD.
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3) Web7JUDRESEMODBENIZZET (OWASP ZAP)

OWASP ZAP(3. RS E DA R EB ENHESSTEZERY —IL TR TE RV
S8 ZFRVT, Web7IUTr—2avcHB I3 EE RSS2 IBENICIRETES,

- JOXYARRIVT T4
- SQL1>>1723>
- JNARIIN=H)L
- A=T 4194
- NYILIDTI33Y
- A=RI>T)—-MEBEDBRD
- 75 —23>15-0RR
— X-Content-Type-OptionsA\wADKEHTE
— X-Frame-OptionsA\Y4ADR:%TE
KQP - HttpOnlyE MM 5N TLRL\CookieDF I &
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3) Web7JUDMESSHDE
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BiEUEURLZIETEL. BINAFV > ERIT,

O0F7 hE=-RK 2 B |k — ) @ [ ) | &
’ - OZELLURLICRE 00 " 0
@ H -~ = = UZIRA+ & 4
(o] (=] = Header: ¥ 7 # JLhEa2— ¢ Body: ¥ 7 JLhEa— 2 = =
B aAvFHEAL HTTP/1.1 280
EIREIYTFIN X-FRAME-OPTIONS: DENY
| X-Content-Type-Options: nosniff
. X-Applicatiop-Context: applicatiog:8@8@ L
@ vk Content—Typei m arseff-URE=8 AN
Content-Langugge: g
Date: Wed, 86 Jun 2018 @@:87:15 GMT
!’ 4F_E E JBLIC "-//W3C//DTD XHTML 1.8 Strict//EN" " oro/IR tml1/0T0
O iy
D AN ~ -/
] ype" content="text/html; charset=}/

BEEE G BR MF -t FokTy bk
| D sEEARvy | TSR 7 htp://172.20.10.4:8080 ¢ =
d UZIARAR LARwABE  AYw. URL
8,5...18/06/06 9:5... 18/06/06 9:5... GET  http://172.20.10.4:8080 /xxe?query=
8,5...18/06/06 9:5... 18/06/06 9:5... GET  http://172.20.10.4:8080 /xxe?query=%40
8,5...18/06/06 9:5... 18/06/06 9:5... GET  http://172.20.10.4:8080 /xxe?query="%2B
8,5...18/06/06 9:5... 18/06/06 9:5... GET  http://172.20.10.4:8080 /xxe?query=%00
8,5...18/06/06 9:5... 18/06/06 9:5... POST http://172.20.10.4:8080 /ursupload?=
8,5...18/06/06 9:5... 18/06/06 9:5... GET  http://172.20.10.4:8080 /xxe?query=%7C
. ° 8,5...18/06/06 9:5... 18/06/06 9:5... POST http://172.20.10.4:8080 /ursupload?query=
‘ 8,5...18/06/06 9:5... 18/06/06 9:5... POST http://172.20.10.4:8080 /ursupload?query=%40
s QI P 8,5...18/06/06 9:5... 18/06/06 9:5... POST http://172.20.10.4:8080 /ursupload?query=%28B
I : ) 8,5...18/06/06 9:5... 18/06/06 9:5... POST http://172.20.10.4:8080 /ursupload?query=%00
oftware Quality Professio 8,5...18/06,06 9:5... 18/06/06 9:5... POST http://172.20.10.4:8080 fursupload?query=%7C

PS—h m? @3 R4 WO

gfavicon.ico

#®ANCT—) D BMAFrr & +

100% & BEOAFr>:0 UTTAH:4722) ¢ T2AR—F| @
AF—FAT.. AT—FA0—.. FO92Fbk. LARYA~NwT . LARYART 1. |F
200 494 ms 244 bytes 4,140 bytes
200 373 ms 244 bytes 4,140 bytes
200 391 ms 244 bytes 4,140 bytes
200 407 ms 244 bytes 4,140 bytes
200 19.46 s 244 bytes 2,757 bytes
200 523 ms 244 bytes 4,140 bytes
200 20.17 s 244 bytes 2,757 bytes
200 19.76 s 244 bytes 2,757 bytes
200 20.36 s 244 bytes 2,757 bytes
200 20.05 s 244 bytes 2,757 bytes
200 20.2 s 244 bytes 2,757 bytes
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4. Eixim (10)

3) Web7JUDRESSHD
PENY—NITHU TR Fr>T3E, BIEIEN 75— ML THNENS,

)

2B (OWASP ZAP) FRT:]

OS]V) F()i;a\)%a%@ﬁ“ FORTyh #@ANAT— D BHAFrr 4

@ @ [/
FI—r(9)
B UE—F OSSOV RS wiioFirgw

e

BUUE—k ZFTI A=

o X -Frame-Options~ w4 —@ &40 (2)

(S gy ol = — (T [i5 ]

(SRS b —fgm E— EEE'

U Content-Type~w & —h%z Ly (2)

FiWeb 7' 5 2 OXSSETIEEEA T MICE > TWEE A (2)
U X-Content-Type-Options~ w ¥ MERE 2 2 (3)

T - e s ——— P T

UE—Fk OSSOV RI2¥zd 3y

URL: http://172.20.10.4:8080/ursupload?query=query%26sleep+15%26
2T i High

1S4t Medium

NS A—%:query

Ha: guery&sleep 15&

aEHL: — —
CWE ID: 78 P 7— Fﬁm
WASC ID: 31
Source: B (90020 - UE—h OSOVY R w¥cFiq )
Bl
Attack technigue used for unauthorized execution of operating system commands. This attack is possible

when an application accepts untrusted input to build operating system commands in an insecure manner
involving improper data sanitization, and/or improper calling of external programs.

= ¥ ¥ ) ) =/ &
DORYA NRIITFASDDH -+« e
e @ (7 Web 752 OXSSEHIEMELSTRIcE > TWERA,
: URL: http://172.20.10.4:8080/xs5

FI—k(9) U240  Low

WUE—k OSSOV KA w Yz rvay {E¥ilE:  Medium

WUE—F 70 AwFIL—33 INZ A —4:X-X55-Protection

4 X-Frame-Options~ w4 — @il (2) Brig:

B FFYr—a v IS5 —ORER AIEHL:

[y T E A—i—70— (7) CWEID: 933

[ Content-Typew & —ht#z 1 (2) WASCID: 14

[ Web 7 S 9 HFOXSSEIHSE TSI s T E A, (2) Stj;:Er};e: Passive (10016 - Web 75 0 H QXSSP ISR EMIC R > TWWER A, )
Bl N
Web 7' ot OXSSERIEEEEELS [Eho T, EfoiEWebT — /i SOHTTPL AR v A w5

POST: http://172.20.10.4:8080/xss 'X—XSS—PrOlEClion'|§Q%§%2f£€ETL‘i £ " 23

U X-Content-Type-Options~w ¥ DEREZ Z (3)



4. Eixim (11)

4, ProxyV—-IzFRWFEEZIRT (Burp Suite)

Burp Suite Community Editionl(d. Proxyb—/V&U THEEEL.

Web7IUT—a>AOHTTPUIIA M E AU T, EZHTHVBIEE,

XAN=RNIADTPIVUDITOFSEULTEHEEL. ANV— I A
t¥1VUF12ZERICEFI BT EE,

BurpSuitef&&;PC

(Win/Mac/Linux) @ig;gagitaj
HTTPSiE(E

SUITE

\. Proxy& L THERE,
" HTTPAYE— DO RNBRER.
D JOIRFDEEWZ |
RQP A~ NTA>

HTTPAYt— DL ERFT BE
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4. Eikim (12)
4, ProxyV—-IlzzRAWFEEZIKLT (Burp Suite)

Burp Suite®Proxyi#sETI(&. Web7I U —33a>ADOHTTPEEDYIIAM®
VAR AZHESR T B ENTIEE, KR ERS AU T, FENEZERICFIA.

Burp Intruder Repeater Window Help

[Target I Proxy ISpider TScanner I Intruder T Repeater TSequencer T Decoder T Comparer I Extender T Project options I User options TAIerts ]

Intercept | HTTP history TWEhSDCkEtS history T Options ]

| Filter: Hiding C55, image and general binary content 12
# 4| Host Method | URL Params | Edited Status Length | MIME type
144 https:f/0.docs.google.com [=i gelag L iy I=--=13] [ UVNmMmTSZhHATOEEL_t6Ti3qD3ZeSoc /bind?id... o 200 778 text ]
144.. https://0.docs.google.com H GH 1 = b 6 UVNMTSZhHATOEEL_t6Ti3gD3ZeSoc/bind?id... + 200 911 JSON
144.. http:/f172.20.10.4:8080 CEH KEE L = q-IL 200 3127 HTML
144.. https://drive.google.com CET Jcomments/uf105855718114659280922/d/AAHRpnXvpAccnrV2sijHmI1sQ2yZZaY ... W 302 1468 HTML
144.. https://drive.google.com CET feomments/uf1/d/AAHRpnXvpAccnrV2sijHmI1sQ2yZZaYWwPg_jXkjMMzfmXzKaNGE... W 200 620 JSON
144.. http/f172.20.10.4:8080 POST [Hss W 200 3139 HTML L/
144.. https://cello.client-channel.google.c... GET Jclient-channel/channel/bind?authuser=1&ctype=cello&service=appscommonstor... + 200 620 JSON
14( httns-f iN.dnrs annale.com OPTID fdncumentfind 14d71 hRKkriRrﬁlerl"WlJVNmTR?hHﬂTOFF} tRTi3aN37eSac fhind?id o 200 B TRUT &
4 >

(o]} - — — A
Request | Response N :E —
IEnET = e L I8 1 2
Raw | Params THeaders T Hex ] I:I: n’ - G

GET Axss HTTPA1A

Host: 1722010, 4:508]

User-agent: Mozilla/5. Q0 [Macintosh: [ntel Mag 05 X 10120 rw!B0 90 Gecko /20100101 Firefox/60.0
Accept: text/html, application/shtml+xml, applicationszml g=0. 0, &/ q=0 &

Acoept-Language: ja, en-US:g=0. T enig=0.3

Aocept-Encoding: gzip, deflate

Referer: hitp:/A/1T2. 20,10, 45080/ ltl I/ \I
GCookie! JSESSIONID=FFABFEZ4FDO402FRBAROSZE1FI1REG e
Cannestion: &lose

X BurpSuite®SSLY —/)GGERREZI517> 8 (T3P —-RIASE) (C

| AYARNTBIEICED, HTTPSORERETAE.

N Q) %554 7> MISSLY—/GEBIEDIE LEReREL TV SRS RFIA TERNA.
S ZOBAE BN TF VIS AL E, 25
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4. Eixim (13)

4. ProxyV—-IlzRWcFEEZIHT (Burp Suite)

TFIVF1FIVIVANERER. (SQLAL>III>3>DEZHRI)

Ress it SQLA>31933>
sZ W73 & HTTPUJIAMDINSA—HICSQLDONFHIZIENU. X{E.

BIMUEXZFICEOT, HTTPLARS ADEWHSBNIE,
SQLX HI—REULTHEREL THD., RessTEDVAIB,

Y REIHE NH R = A

WRINGA—=4  [namel

IBINTSRXEFS [A]l"and ‘a'="al

B] Il 'and ‘a'="bl

Mess N B B1EES [A]E[BIDLARIANERRS

A] & "a’="a’lbtrueT. VAR AR IEEMEERU

KQP 'B] (& "a’="b’Ih'falseT . IRFERERNOMHFICHS
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4. Eixim (14)

4. Proxy¥V—=)IlZRUZF

B Y —/\WEBR—
(EasyBuggy)

Q BEEEE SRR
ERE/RT—REANT DL, BEESHRTINET,
il : IRAT =

=3

i Cjns o

Mark 0000000000

EENEZIT (Burp Suite)

Burp Suite TERFLEV VIR ME
WEL. EE

| Co |

_J Raw T Params T Headers T Hex 1

POST Seqlijs HTTRAT. 1
Yost: 172, 20,140, 4:3080
ar-Apent: Mozillas5.90 [Macintosh: [ntel Mac 05 X 10120 rv:B0.0) Gecko20100101
Fou B, 10
at: text/html, applicationdxhtmi+xml, appl icationsml =0 8, % % g=0 &
<ept-Lanpuage: ja, en-U3:g=0. 7 en.gq=0.3
Accept-Encoding: gzip, deflate
Referer: http: AA1T2 20,10, 4:8080/sg1 1 jo
Content-Type: spplication/x—www-Form-ur | encoded
Content-Length: 27
Gookie! JSESSIOMIO=13CA106814F360R0F30RAI041STEL4RZE
Gannestion: <lose

name=Mar khpasswor d=password

RequestD/\SA—A2%
Bz TEE
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4. Eixim (15)

4. ProxyV—IJl7%z

AVRES

EENEZIT (Burp Suite)

[1EE1E ]

name=Mar k&passward=passward

{try
“th rowspan="1
“th rowspan="1

(EEFER)

td rowspan="1
td rowspan="1
ity

" golspan="1 A the
" qolspan="1" RS thy

" oolspan="1 " Mark tdr
" solspan="1" 0000000000/ td>

[A] T€and ’a‘="a)Z&3B0

name=Mark' and' &' =' afpassword=password

(i
{th rowspan="1
{th rowspan="1

(TEEEIE W

" golspan="1E W the
" golspan="1 " BEOEEEEN S th

{try
[F] Lff}ﬁ%) {td rowspan="1" colspan="1"Marks/td>
{td rowspan="1" <olspan="1"+0000000000</1d>
Lt
[B] I and ’a‘="bZ&3E 1N
{div ¢lass="alert alert-danger” role="galert™>
“Mark' and' &' =' b& d= d _ {span ¢lass="Elyphicon Elyphicon-warning-5ign"»</span’
name=mark and & = passHard=passar ([A]&'t " lgﬂ-ﬂﬁﬁbfi‘b‘lm NAT=EH-BLEEA.
div
ﬁ?ﬁ%) {div ¢lass="alert alert-info” role="glert™s

{span ¢lass="glyphicon glyphicon-info-sign™ >/ spans

= Al Rights Reserved.
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B B REIEPPI T HIREEMN B AMesTEZ D nl e C L & HESR
S - FARII—XI(CT. BEEZHY — IV U FEBIEZZHIZITU .
ZENRESS OB EZ I CTET AL &R,

mEBOLRIENSHE - 7A M I—-XICEVWTEFIH
—BBDA N\ —(FZEBROZEFE(CTHeSSEa2 Iz EhE.
fase. | MEsgEs2rD I+ )\ — MN(CFEBRIERFEDL NIV Z LT,
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WAER
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m 2HNOBEFIVFIRDBERIHRIC

B EFIVF(ISEQAIYIZVICKROENZAFI
- EBEREEPPIE T 1T I ROZ 2R T DA,
SHMEEZENYTSS— AFIHWE,

QAT ST (IRIEHA RSA IDEEOY— I ZERMEU
A58 47T A MNDAT ) ZEECENEFN D,
AT ZD AN ZE CTDRIENRE(CR D,

—falcF 17/ mmE%
YEDCHFULD !
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S>Z5 Rk SR

OWASP Top10 2017 w&BEFEARRBRIIIT7IVs—33YURAIMI10
https://www.owasp.org/images/2/23/OWASP Top 10-2017%28ja%29.pdf

Microsoft SDL ODfBilseiE
https://www.microsoft.com/ja-jp/download/details.aspx?id=12379

IPA Z2RUIJT Y41 MOEDA

https://www.ipa.qgo.jp/security/vuln/websecurity.html

- [IPA DIJRERZUTER 1ZFIFA T2
IJEREZMMIAR(ZERIIT YA MOED S BIM). pdf
Web7I' V-3 iEss s R FTvIUA M
https://www.ipa.go.jp/security/awareness/vendor/programmingv2/content
s2/checklist.pdf

WebtF1UF BB DD DS IEZERAY — ML R
LHEHN A SIRRBAVWEBSS AT (ki)
Proxy Tool (Burp Suite Community Edition)

https://portswigger.net/burp/communitydownload

R—BbAFv¥F Nmap (Network Mapper)
https://nmap.org/

IEssA+vF> OWASP ZAP
https://www.owasp.org/index.php/Main _Page

Mes81EAF¥+vF Nessus Professional
https://www.tenable.com/plugins/
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https://www.ipa.go.jp/security/vuln/websecurity.html
https://portswigger.net/burp/communitydownload
https://nmap.org/
https://www.tenable.com/plugins/
https://www.owasp.org/images/2/23/OWASP_Top_10-2017(ja).pdf
https://www.microsoft.com/ja-jp/download/details.aspx?id=12379
https://www.ipa.go.jp/security/awareness/vendor/programmingv2/contents2/checklist.pdf
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